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䜴䜵䝤䛾䜲䞁䝅䝕䞁䝖䛿䛺䛬Ⓨ⏕䛩䜛䠛

• 䜴䜵䝤䛾Ⓨᒎ㏿ᗘ䛿㠀ᖖ䛻ᛴ⃭

–᝟ሗ₃䛘䛔䛺䛹䛿ୖ఩䝺䜲䝲䞊䛻䝅䝣䝖

–䝅䝇䝔䝮䛷䛿䛺䛟䚸ே㛫䛜ᨷᧁ䛥䜜䜛

ex)䝣䜱䝑䝅䞁䜾ブḭ䚸䝛䝑䝖䝇䝖䞊䜹䞊

• 䝉䜻䝳䝸䝔䜱䛾㐍Ṍ䛿㠀ᖖ䛻⦆䜔䛛

–◊✲⪅
•䜴䜵䝤㛤Ⓨ⪅䛻ẚ䜉䛶㢌ᩘ䛜䛭䜜䜋䛹ቑ䛘䛶䛔䛺䛔

•」ྜศ㔝䛺䛾䛷䚸䛷䛝䜛ே䛜ᑡ䛺䛔

–㛤Ⓨ⪅
•ே㛫ⓗ䛺䝺䜲䝲䞊䜎䛷䛿Ᏺ䜜䛺䛔

•᪤Ꮡ䝃䞊䝡䝇䛾䝉䜻䝳䝸䝔䜱䜢㧗䜑䜛䛟䜙䛔䛺䜙䚸
᪂䛧䛔䝃䞊䝡䝇䜢స䜚䛯䛔
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㞟ྜ▱䝉䜻䝳䝸䝔䜱䛸䛿ఱ䛛䠛

• Web2.0ⓗ䝃䞊䝡䝇

–䝁䞁䝔䞁䝒䛜䝁䞁䝔䞁䝒䜢⏕䜏䚸䝁䞁䝔䞁䝒䛜౯್䜢⏕䜐

–䝁䞁䝔䞁䝒䛜ቑṪ䛧䜎䛟䜚

–䝁䞁䝔䞁䝒䛛䜙᝟ሗ䛜₃䜜䜎䛟䜚

• 㞟ྜ▱䝉䜻䝳䝸䝔䜱䛾⪃䛘᪉

–䝁䞁䝔䞁䝒䛛䜙䝉䜻䝳䝸䝔䜱䜢⏕ᡂ䛩䜛

–⮬ືቑṪ䛩䜛䝁䞁䝔䞁䝒→⮬ື䛷ᑐᛂ䛩䜛䝉䜻䝳䝸䝔䜱

–䝯䞁䝔䝘䞁䝇䝣䝸䞊䛷䜏䜣䛺ᖾ䛫

Web2.0䜢䝉䜻䝳䝸䝔䜱䛻ᛂ⏝
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┠ḟ

• ⫼ᬒ

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾≉ᚩ

• ᳨⣴䜶䞁䝆䞁䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯ሙྜ䛾ᮍ᮶䝅䝘䝸䜸
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⫼ᬒ

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖

–᪤Ꮡ䜴䜵䝤䝃䜲䝖䜢䝁䝢䞊䛩䜛䛰䛡䛷⡆༢䛻స䜜䜛

–ⱥㄒᅪ䛾㏵ୖᅜ䛜ከ䛔

–100䝗䝹䛾⿕ᐖ㢠䛿䚸㏵ୖᅜ䛷䛿኱㔠

• ඲⡿⿕ᐖ㢠

–2006ᖺ 28൨䝗䝹

–2007ᖺ 32൨䝗䝹

• ᪥ᮏ䛿䛒䜎䜚ከ䛟䛿↓䛔

–᪥ᮏㄒ䛾䜴䜵䝤䝃䜲䝖䜢స䜛䝁䝇䝖䛜㧗䛔

–᪥ᮏ෇䜢䝬䝛䞊䝻䞁䝎䝸䞁䜾䛩䜛⎔ቃ䛜↓䛔
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䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾≉ᚩ

• ṇつ䝃䜲䝖䛾䝁䝢䞊

–ྠ䛨ᩥゝ䜢ྵ䜐

• ᖹᆒᑑ࿨䛿୕᪥

–APWG((((http://www.antiphishing.orghttp://www.antiphishing.orghttp://www.antiphishing.orghttp://www.antiphishing.org//// ))))䛾䛾䛾䛾⤫ィ⤫ィ⤫ィ⤫ィ䜘䜚䜘䜚䜘䜚䜘䜚

• ᳨⣴䜶䞁䝆䞁䛛䜙䛾ホ౯䛜ప䛔

–ฟ᮶䛯䜀䛛䜚䚸⿕䝸䞁䜽䛜ᑡ䛺䛔

• ṇつ䝃䜲䝖䛿᳨⣴䜶䞁䝆䞁䛾ホ౯䛜㧗䛔

–㛗ᮇ㛫㐠Ⴀ䚸⿕䝸䞁䜽䛜ከ䛔
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┠ḟ

• ⫼ᬒ

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾≉ᚩ

• ᳨⣴䜶䞁䝆䞁䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯ሙྜ䛾ᮍ᮶䝅䝘䝸䜸
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᳨⣴䜶䞁䝆䞁䜢౑䛳䛯᳨▱

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖䛿ṇつ䝃䜲䝖䛾䝁䝢䞊

–ṇつ䝃䜲䝖䛸ྠ䛨ᩥゝ(఍♫ྡ䚸〇ရྡ䚸䝃䞊䝡䝇ྡ)䜢ྵ䜐

• ᳨ᰝᑐ㇟䝨䞊䝆䜢⮬↛ゝㄒฎ⌮䛧䛶䚸≉ᚩㄒᢳฟ

• ≉ᚩㄒ䛷᳨⣴䛩䜛䛸䚸ṇつ䝃䜲䝖䛜ฟ䛶䛟䜛

• ᳨ᰝᑐ㇟䝨䞊䝆䛾䝗䝯䜲䞁䛸䚸᳨⣴⤖ᯝ䛾䝗䝯䜲䞁䜢ẚ㍑

–୙୍⮴䛺䜙䜀䝣䜱䝑䝅䞁䜾䝃䜲䝖

–୍⮴䛺䜙ṇつ䝃䜲䝖



9 © 2009 NTT Information Sharing Platform Laboratories

Copyright© NTT corp. All Right Reserved.

᳨⣴䜶䞁䝆䞁䜢౑䛳䛯᳨▱

᳨ᰝᑐ㇟䝨䞊䝆

≉ᚩㄒᢳฟ

Web᳨⣴

䝣䜱䝑䝅䞁䜾ุᐃ

䜲䞁䝍䞊䝛䝑䝖䜻䞊䝽䞊䝗

ṇつ䝃䜲䝖ೃ⿵
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᳨⣴䜶䞁䝆䞁᪉ᘧ䛾≉ᚩ

• ㄆ▱䝥䝻䝉䝇䜢ᶍೌ
–⮬↛ゝㄒฎ⌮䛸᳨⣴䜶䞁䝆䞁䜢฼⏝

–㞟ྜ▱

• 䝯䞁䝔䝘䞁䝇䝣䝸䞊

–᳨⣴䜶䞁䝆䞁䜢䝩䝽䜲䝖䝸䝇䝖䛸䛧䛶฼⏝

• 㧗䛔᳨▱⋡(ㄽᩥ䛛䜙ᘬ⏝)

–ṇつ䝃䜲䝖 92.4%

–䝣䜱䝑䝅䞁䜾䝃䜲䝖 97.1%
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᳨⣴䜶䞁䝆䞁᪉ᘧ䛾ၥ㢟Ⅼ

• ṇつ䝃䜲䝖䛾ㄗ᳨▱⋡䛜㧗䛔

–⮬↛ゝㄒฎ⌮䛾ኻᩋ☜⋡䛜㧗䛔

–ㄗ䛳䛯༢ㄒ䜢᳨⣴䜻䞊䝽䞊䝗䛸䛧䛶䛧䜎䛖

–ぢᙜ㐪䛔䛺᳨⣴⤖ᯝ䜢ᚓ䛶䛧䜎䛖

• ᳨⣴䜶䞁䝆䞁䛾ᛶ㉁䛻㢗䛳䛯᪉ᘧ

–᳨⣴䜶䞁䝆䞁䛾䜰䝹䝂䝸䝈䝮䛜୙᫂

–᳨⣴䜶䞁䝆䞁䛾䜽䝻䞊䝹㛫㝸䛜௒䜘䜚▷䛟䛺䛳䛯䜙䚸
䝣䜱䝑䝅䞁䜾䝃䜲䝖䛜᳨⣴䜶䞁䝆䞁䛻Ⓩ㘓䛥䜜䛶䛧䜎䛖

䛭䛖䛰䚸䝋䞊䝅䝱䝹䝤䝑䜽䝬䞊䜽䜢౑䛚䛖䟿䟿
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┠ḟ

• ⫼ᬒ

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾≉ᚩ

• ᳨⣴䜶䞁䝆䞁䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯ሙྜ䛾ᮍ᮶䝅䝘䝸䜸



13 © 2009 NTT Information Sharing Platform Laboratories

Copyright© NTT corp. All Right Reserved.

௬ㄝ

• ᳨⣴䜶䞁䝆䞁䛾ホ౯ ∝ SBM䛾䝤䝑䜽䝬䞊䜽ᩘ

• ṇつ䝃䜲䝖䛿᳨⣴䜶䞁䝆䞁䛾ホ౯䛜㧗䛔

→SBM䛾䝤䝑䜽䝬䞊䜽ᩘ䛜ከ䛔

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖䛿᳨⣴䜶䞁䝆䞁䛛䜙䛾ホ౯䛜ప䛔

→SBM䛾䝤䝑䜽䝬䞊䜽ᩘ䛜ᑡ䛺䛔

SBM䛾䝤䝑䜽䝬䞊䜽ᩘ䜢ㄪ䜉䜛䛣䛸䛷䚸
䝣䜱䝑䝅䞁䜾䝃䜲䝖ุᐃ䛜ྍ⬟䛺䛾䛷䛿䛺䛔䛛䠛
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ᐇ㦂

• 䛒䜛URL䛜SBM䛻ఱ௳Ⓩ㘓䛥䜜䛶䛔䜛䛛ㄪ䜉䜛

–SBM䝃䞊䝡䝇䛿Delicious䜢฼⏝

• ṇつ䝃䜲䝖䛾䝃䞁䝥䝹

–Alexa䛛䜙໭⡿䛾㖟⾜䛾URL 1309௳

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾䝃䞁䝥䝹

–Phishtank䛛䜙᭱᪂䛾䝣䜱䝑䝅䞁䜾䝃䜲䝖 200௳
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ᐇ㦂⤖ᯝ

•ṇつ䝃䜲䝖䛾䛖䛱䚸41.8%䛿
SBM䛻䝤䝑䜽䝬䞊䜽䛥䜜䛶䛔䛯

•䝣䜱䝑䝅䞁䜾䝃䜲䝖䛿1௳䜒
SBM䛻䝤䝑䜽䝬䞊䜽䛥䜜䛶䛔䛺䛛䛳䛯
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ᐇ㦂⤖ᯝ

1䡚9
35.4%

0
58.2%

1000䡚
0.6%

100䡚999
1.9%

10䡚99
3.9%

0

1䡚9

10䡚99

100䡚999

1000䡚

䝤䝑䜽䝬䞊䜽௳ᩘ
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⪃ᐹ

• ṇつ䝃䜲䝖䛿SBM䛻䜘䛟䝤䝑䜽䝬䞊䜽䛥䜜䛶䛔䜛䛜䚸
䝣䜱䝑䝅䞁䜾䝃䜲䝖䛿SBM䛻䛒䜎䜚䝤䝑䜽䝬䞊䜽䛥䜜䛺䛔

–௬ㄝ䛿㒊ศⓗ䛻䛿ṇ䛧䛔

–᪤Ꮡ䝒䞊䝹䛾᳨▱⋡䜘䜚ప䛔䛾䛷䚸
ุ᩿䛾⿵ຓᮦᩱ䛸䛧䛶฼⏝ྍ⬟䛺䛾䛷䛿䛺䛔䛛䠛

• ⪃ᐹ

–฼⏝䛧䛯ẕ㞟ᅋ䛻䛿ᆅ᪉㖟⾜䛜ከ䛔
• 䜋䛸䜣䛹᭦᪂䛥䜜䛶䛔䛺䛔

–SBM䛸ᆅ᪉㖟⾜䛿┦ᛶ䛜ᝏ䛔䛾䛷䛿䛺䛔䛛
• ㄡ䛜ዲ䛝ዲ䜣䛷ᆅ᪉㖟⾜䛾䝃䜲䝖䜢䝤䝑䜽䝬䞊䜽䛩䜛䜣䛰䜝䛖䠛
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┠ḟ

• ⫼ᬒ

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾≉ᚩ

• ᳨⣴䜶䞁䝆䞁䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ

• SBM䜢⏝䛔䛯ሙྜ䛾ᮍ᮶䝅䝘䝸䜸
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ᮍ᮶䝅䝘䝸䜸䠍

• SBM䛻Ⓩ㘓䛥䜜䛶䛔䜛䛸䚸ṇつ䝃䜲䝖䛰䛸ุᐃ䛥䜜䜛

• ከ䛟䛾䝃䜲䝖䛜SBM䝴䞊䝄䞊䜢ྥ䛔䛯グ஦స䜚

→䜴䜵䝤ୖ䛾᝟ሗⓎಙ㏿ᗘ䛾ຍ㏿

• SBM䛾฼⏝ᛮ᝿䛾ኚ໬

–ᚑ᮶䛿䛂⮬ศ䛾䛯䜑䛻䝤䝑䜽䝬䞊䜽䛩䜛䛃
౽฼䛰䛛䜙౑䛘䛸䛔䛖䛜䚸ᐇឤ䛩䜛䛾䛿౑䛳䛯ᚋ

–䛣䜜䛛䜙䛿䛂䜏䜣䛺䛾䛯䜑䛻䝤䝑䜽䝬䞊䜽䛩䜛䛃

• SBM฼⏝⪅䛾ᣑ኱
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ᮍ᮶䝅䝘䝸䜸䠎

• SBM䛿ㄡ䛷䜒Ⓩ㘓ྍ⬟䚸䛹䜣䛺URL䛷䜒Ⓩ㘓ྍ⬟

• 䝣䜱䝑䝅䞁䜾䝃䜲䝖〇స⪅䛜䚸
䝣䜱䝑䝅䞁䜾䝃䜲䝖䜢Ⓩ㘓ྍ⬟

SBM䜸䝽䝍䠸(䠺o䠺)䠋

䛷䜒䞉䞉䞉
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ᮍ᮶䝅䝘䝸䜸䠏

• SBM஦ᴗ⪅䛿䚸
ṇつ䝃䜲䝖䛸䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾୧᪉䛾URL䜢ᚓ䜛

• SBM஦ᴗ⪅䛿䚸SBM䛾URL䛻ᑐ䛧䛶䝣䜱䝑䝅䞁䜾᳨ᰝ

→䝤䝷䝑䜽䝸䝇䝖䜢ຠ⋡ⓗ䛻⏕ᡂ

䠄䛯䛸䛘䜀䚸᳨⣴䜶䞁䝆䞁䜢౑䛖䜰䝹䝂䝸䝈䝮䛸䛛䛷䠅

• ᚑ᮶䛿䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾URL䛥䛘ᡭ䛻ධ䜙䛺䛛䛳䛯

• SBM䜢䝣䜱䝑䝅䞁䜾᳨▱䛻౑䛖䛣䛸䛷䚸
䝣䜱䝑䝅䞁䜾〇స⪅䛛䜙䚸URL䜢ᥦ౪䛥䛫䜛䛣䛸䛜ྍ⬟
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䝣䜱䝑䝅䞁䜾䝃䜲䝖〇స⪅䛾どⅬ

•䝣䜱䝑䝅䞁䜾䝃䜲䝖䜢SBM䛻Ⓩ㘓䛧䛺䛔

–䝣䜱䝑䝅䞁䜾䝃䜲䝖䛜↓᮲௳䛷㯮ุᐃ

•䝣䜱䝑䝅䞁䜾䝃䜲䝖䜢SBM䛻Ⓩ㘓䛩䜛

–䝣䜱䝑䝅䞁䜾䝃䜲䝖䛾URL䜢SBM஦ᴗ⪅䛻▱䜙䜜䜛

–ෆᐜ䛛䜙䝣䜱䝑䝅䞁䜾䝃䜲䝖䛰䛸ุ᩿䛥䜜䚸
䝤䝷䝑䜽䝸䝇䝖䛻Ⓩ㘓䛥䜜䜛

•䝣䜱䝑䝅䞁䜾䝃䜲䝖〇స⪅䛿䛹䛱䜙䜢㑅䜣䛷䜒䚸
స䛳䛯䝣䜱䝑䝅䞁䜾䝃䜲䝖䛜㯮ุᐃ



23 © 2009 NTT Information Sharing Platform Laboratories

Copyright© NTT corp. All Right Reserved.

䜎䛸䜑

• 㞟ྜ▱䝉䜻䝳䝸䝔䜱䛾ᴫᛕ䛾⤂௓

• ᳨⣴䜶䞁䝆䞁䜢౑䛳䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ䛾⤂௓

• SBM䜢౑䛳䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ䛾᳨ウ
–SBM䛻Ⓩ㘓䛥䜜䛶䜛䛺䜙ṇつ䝃䜲䝖

• SBM䜢౑䛳䛯䝣䜱䝑䝅䞁䜾᳨▱ᡭἲ䛾ᮍ᮶䝅䝘䝸䜸
–SBM䜢ྥ䛔䛯䜴䜵䝤䝃䜲䝖〇స䛜ᣑ኱

–SBM䛾฼⏝⪅䛾ᣑ኱

–SBM䛻䝣䜱䝑䝅䞁䜾䝃䜲䝖䛜Ⓩ㘓䛥䜜䜛

–SBM䛾URL䛛䜙䝤䝷䝑䜽䝸䝇䝖䜢⏕ᡂ䚸㓄ᕸ


